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C R I T I C A L I N F R A S T R U C T U R E  P R O T E C T I O N  C O U R S E
Lisbon,  20–24 November 2023 

Draft  agenda /  Tentat ive  programme

Day 1 Day 2 Day 3 Day 4 Day 5
08:30

to 
09:20

Course opening /  
Welcome address

GNR State Security and Honours Unit 
Commander

ESDC presentation 
Course administrative remarks 

Tour de table (participants expectations)

Emerging technologies and impact  

Overview of emerging technologies, 
systems impact, systemic resilience 

complexity

Regional and global integration 
initiatives

European Programme for Critical 
Infrastructure Protection (EPCIP)
European Reference Network for 
Critical Infrastructures Protection 

(ERNCIP)
Critical Infrastructure Diplomacy

Geopolitics of CIP 
transformations (EU-NATO)

EU-NATO Task Force on the 
Resilience of Critical 
Infrastructures (tbc) 

Hybrid Threats and 
Foreign Information 

Manipulation and Interference 
(FIMI) 

EU-NATO Centre of Excellence 
for Hybrid Threats / EEAS (tbc) 

09:30 
to 

10:20

Coffee Break
10:40

to 
11:30

Critical Entities Resilience (CER)

Overall regulatory framework and 
conceptual elements

Decision Support Systems -
Risk Forecast and Serious Gaming

Cross-Sectoral Exercise: POSEIDON or 
Counter UAS Strategy 2.0 (UE-JRC)

Joint Research Centre (JRC), 
Directorate E- Space, Security and 

Migration Unit E.02 (tbc)

Civil-Military Cooperation in CIP
NATO – Energy, Communications, 

Information
NATO NCI Agency (tbc) 

Decision Making

Under conditions of 
uncertainty

11:40
to 

12:30
Lunch Break

13:30 
to 

14:20

Critical Entities Resilience (CER)

Resilience and Complex System 
Governance Theory

Networks and interdependencies

New dimensions of Critical Entities 
(Infrastructure) Resilience - Initiatives 

and Projects
Consultation Forum for Sustainable
Energy in the Defence and Security 

Sector (CF SEDSS), by European 
Commission (EC) and European Defence 

Agency (EDA) (tbc)

Critical Entities Governance Model – 
(National Case Study), and managing 

change at the level of society and 
organisations 

National Security Council (SSI), Ministry 
of State and Home Affairs

Cybersecurity and Cooperation 
with CERTS and Private Sector 

National Cyber Security Centre 
Entity (CNCS) / Centro Nacional 

de Cibersegurança (tbc) 

Course analysis and debrief /
After Action Review /

Closing Remarks

14:30
to 

15:20 
Course Evaluation & Official 

Closing Ceremony

Coffee Break

15:40 
to 

16:30

New realities and complex security 
environments

New dimensions of Critical Entities 
(Infrastructure) Resilience - Initiatives 

and Projects
Climate Change and Civil Protection 

Mechanism – Portuguese Unidade de 
Emergência de Proteção e Socorro 

(UEPS), Autoridade Nacional de 
Emergência e Proteção Civil (ANPC) or 

Lisbon Municipality (tbc) 

Critical Infrastructure Entity/Facility – 
Field Visit 

Critical Infrastructure 
Entity/Facility – Field Visit Departure of participants16:40 

to 
17:30

Emerging trends, risks, vulnerabilities 
and threats

19:00 SOCIAL DINNER


